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Policy Summary:

Roane General Hospital may use or disclose protected health information (PHI) for
treatment, payment, or health care operations (as defined below) except when those
uses or disclosures require an authorization. PHI may also be disclosed when
necessary to detect health care fraud, abuse, or compliance. As an organized health
care arrangement (OHCA), Roane General Hospital may disclose PHI about an
individual to another member of the OCHA. Roane General Hospital maintains the
option to request consent from the patient for these uses, but it is not required by
federal HIPAA regulations.

Purpose:

This policy is Roane General Hospital’'s general statement of permitted uses and
disclosures of protected health information. It provides the hospital’'s workforce with
information to permit the use or disclosure of PHI for purposes of treatment, payment,
and health care operations and shows how the hospital’s other policies to safeguard the
privacy of PHI relate to each other and create exceptions or modifications to this policy.

Procedure:

1. Roane General Hospital is committed to make reasonable efforts to protect the
privacy of patients’ health information, and to comply with applicable federal and state
laws that protect the privacy and security of patients’ health information. This policy
establishes the basic requirements for the use or disclosure of patients’ protected health
information, consistent with this commitment.

2. In order to assure the privacy of patients’ health information, all uses and disclosures
not made to the patient are generally subject to the following Roane General Hospital
policies:
e Minimum Necessary Access to and Use of PHI
e Notice of Privacy Practices and Acknowledging Receipt of the Notice
e Restrictions on the Use and Disclosure of Separately Maintained
Psychotherapy Notes
e Any restrictions on the use or disclosure of PHI to which Roane General
Hospital has agreed (see Requests for Restriction of Disclosures of an
Individual’s PHI)
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3. Roane General Hospital workers may use and disclose protected health
information without the written consent or authorization of the person to whom
the information pertains, as follows:

e Workers may use PHI to provide treatment, obtain payment, or to assist
with Roane General Hospital's health care operations.

e Workers may disclose PHI to other providers of health care for treatment
of the individual to whom the PHI pertains. The minimum necessary rule
does not apply to such disclosures.

Workers may disclose PHI for the following cases:

¢

Treatment (the minimum necessary rule applies if the disclosure is

not to a health care provider).

To obtain payment.

To business associates, under the terms of a business associate

contract (see Business Associates and Required Elements for a

Business Associate Contract policy), for any purpose for which

Roane General Hospital itself may use the information.

To other covered entities under federal HIPAA Privacy regulations

with which Roane General Hospital participates in an Organized

Health Care Arrangement (see Structure of Organizational

Affiliation for Purposes of HIPAA Privacy Regulations -- Single

Affiliated Entity, Hybrid Entity, or Organized Health Care

Arrangement), to the extent those entities need the PHI for

purposes of their own payment and health care operations.

To other covered entities that do not participate with Roane

General Hospital in an organized health care arrangement, for

purposes of:

o Conducting quality assessments and improvement activities,
including outcomes evaluation and development of clinical
guidelines, provided that the obtaining of generalizable
knowledge (research) is not the primary purpose of any
studies resulting from such activities. (See Uses and
Disclosures of PHI in Research.)

. Conducting population-based activities relating to improving
health or reducing health care costs, protocol development,
case management and care coordination, and related
functions that do not include treatment.

o Contacting of health care providers and patients with
information about treatment alternatives. (See Using PHI for
Marketing and Fundraising Outreaches.)

. Reviewing the competence or qualifications of health care
professionals.

o Evaluating practitioner, provider and health plan
performance.
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. Conducting training programs in which students, trainees, or
practitioners in areas of health care learn under supervision
to practice or improve their skills as health care providers.

. Training of non-health care professionals.
J Accreditation, certification, licensing, or credentialing
activities.
. Health care fraud and abuse detection or compliance.
4. Workers may disclose PHI in accordance with each of the following Roane

General Hospital policies:

Verification of the Identity and Authority of a Person Requesting
Disclosure of PHI

Disclosures of PHI and Optional Participation in Patient Directories

Uses and Disclosures of Protected Health Information to Family Members
or Friends for Patient Care

Providing PHI to Personal Representatives;

Disclosures of PHI as Required by Law, for Law Enforcement, Judicial and
Administrative Proceedings, Public Health, Health Oversight, and
Cooperating with Federal Complaint Investigations

Disclosures of PHI About Victims of Child Abuse, Other Abuse, Neglect, or
Domestic Violence

Structure of Organizational Affiliation for Purposes of HIPAA Privacy
Regulations -- Single Affiliated Entity, Hybrid Entity, or Organized Health
Care Arrangement

Employer Policies Affected by HIPAA Privacy Regulations (OSHA and
Workers’ Compensation)

e Requests for Uses and Disclosures of PHI During Emergencies
e Allowable Disclosures to Avert a Serious Threat
e Disclosures of PHI Pertaining to Patients Who are Inmates
¢ Requests for Disclosure of Individual’s Own PHI
5. Workers may use and disclose PHI in accordance with each of the following

Roane General Hospital policies:

Uses and Disclosures Related to Deceased Individuals

Authorization to Use or Disclose PHI, Requirements of a Valid HIPAA
Authorization Form

Requirements and Uses for De-ldentification of PHI

Use of Limited Data Sets for Research, Public Health, and Health Care
Operations

Uses and Disclosures of PHI in Research

Restrictions on the Use and Disclosure of Separately Maintained
Psychotherapy Notes

Employee Health Benefits Plans: HIPAA Privacy Requirements
Using PHI for Marketing and Fundraising Outreaches
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e Use and Disclosure of Health Information Acquired Prior to Compliance
Date for HIPAA Privacy Regulations: April 14, 2003 (Transition Period)

6. For purposes of this policy and other Roane General Hospital policies relating to the
use and disclosure of PHI, the definition of PHI does not include information records
covered by the Family Educational Right and Privacy Act. It also does not include PHI
contained in employment records maintained by Roane General Hospital in its role as
employer.

Scope/Applicability:

This policy is applicable to all departments that use or disclose protected health
information for any purposes.

This policy’s scope includes all protected health information, as described in Definitions
below.

Regulatory Reference:

45 CFR §§ 164.506 Uses or disclosures to carry out treatment, payment, or health care
operations.

This policy shows how other policies that safeguard the privacy of PHI are related, using
references from 45 CFR §§ 164.502, 164.504,164.510,164.512, and 164.514.

Definitions:

Protected health information is individually identifiable health information that is
transmitted or maintained by a covered entity in any form or medium.

Treatment means the provision, coordination, or management of health care and
related services by one or more health care providers, including the coordination or
management of health care by a health care provider with a third party; consultation
between health care providers relating to a patient; or the referral of a patient for health
care from one health care provider to another.

Payment means:

(1)  The activities undertaken by the covered entity to obtain or provide
reimbursement for the provision of health care;

(2) Determinations of eligibility or coverage (including coordination of benefits
or the determination of cost sharing amounts);

(3)  Adjudication or subrogation of health benefit claims;

(4) Billing, claims management, collection activities, obtaining payment under
a contract for reinsurance (including stop-loss insurance and excess of
loss insurance), and related health care data processing;
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(6)
(7)

Review of health care services with respect to medical necessity,
coverage under a health plan, appropriateness of care, or justification of
charges;

Utilization review activities, including precertification and preauthorization
of services, concurrent and retrospective review of services; and
Disclosure to consumer reporting agencies of any of the following
protected health information relating to collection of premiums or
reimbursement:

(A) Name and address;

(B) Date of birth;

(C) Social security number;

(D) Payment history;

(E) Account number; and

(F) Name and address of the health care provider and/or health plan.

Health care operations is a term defined in federal regulations that govern the privacy
of protected health information [45 CFR 164.501]. In summary, the definition of health
care operations includes the following:

(1)
(2)
(3)
(4)

(12)
(13)
(14)

(15)
(16)
(17)

(18)
(19)

Quality assessment and improvement activities

Outcomes evaluation

Development of clinical guidelines

Population-based activities relating to improving health or reducing health
care costs

Protocol development

Case management and care coordination

Contacting health care providers and patients with information about
treatment alternatives

Reviewing the competence or qualifications of health care professionals
Evaluating practitioner and provider performance

Evaluating health plan performance

Conducting training programs in which students, trainees, or practitioners
in areas of health care learn under supervision to practice or improve their
skills as health care providers

Training of non-health care professionals

Accreditation, certification, licensing, or credentialing activities
Underwriting, premium rating, and other activities relating to obtaining or
renewing health insurance or reinsurance

Conducting or arranging for medical review, legal services, and auditing
functions, including fraud and abuse detection and compliance programs
Business planning and development, such as conducting cost-
management and planning-related analyses associated with managing
and operating the entity

Formulary development and administration

Development or improvement of methods of payment or coverage policies
Business management and general administrative activities
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(25)

(26)
(27)

Management activities relating to implementation of and compliance with
federal and state requirements regarding the privacy and security of PHI
Customer service, including data analysis, provided that protected health
information is not disclosed in such analyses

Resolution of internal grievances

Due diligence in connection with the sale or transfer of assets to another
covered entity

The sale, transfer, merger, or consolidation of all or part of the covered
entity with another covered entity, or an entity that following such activity
will become a covered entity

Creating de-identified health information consistent with the applicable
covered entity policies

Creating a limited data set

Fundraising and marketing consistent with the applicable covered entity
policies

The term health care operations does not include research that involves PHI, such as
clinical trials. Other covered entity policies apply to the use and disclosure of PHI in
research. A determination as to whether a given activity comes within this definition
may only be made by the Privacy Official or General Counsel.

Authorization means an individual’s written permission to use or disclose protected
health information.

Organized health care arrangement means:

(1)

(2)

A clinically integrated care setting in which individuals typically receive
health care from more than one health care provider (Example: hospital
and its medical staff, when treating patients at the hospital).
An organized system of health care in which more than one covered entity
participates, and in which the participating covered entities:
(A)  Hold themselves out to the public as participating in a joint
arrangement; and
(B) Participate in joint activities that include at least one of the
following:

(i) Utilization review, in which health care decisions by
participating covered entities are reviewed by other
participating covered entities or by a third party on
their behalf;

(i) Quality assessment and improvement activities, in
which treatment provided by participating covered
entities is assessed by other participating covered
entities or by a third party on their behalf; or

(i)  Payment activities, if the financial risk for delivering
health care is shared, in part or in whole, by
participating covered entities through the joint
arrangement and if protected health information
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created or received by a covered entity is reviewed by
other participating covered entities or by a third party
on their behalf for the purpose of administering the
sharing of financial risk. (Example: an individual
practice association, or “IPA.”)

(3) A group health plan and a health insurance issuer or HMO with respect to
such group health plan, but only with respect to protected health
information created or received by such health insurance issuer or HMO
that relates to individuals who are or who have been participants or
beneficiaries in such group health plan.

(4) A group health plan and one or more other group health plans each of
which are maintained by the same plan sponsor.

(5)  The group health plan described in paragraph (4) of this definition and
health insurance issuers or HMOs with respect to such group health plans,
but only with respect to protected health information created or received
by such health insurance issuers or HMOs that relates to individuals who
are or have been participants or beneficiaries in any of such group health
plans.

Use with respect to individually identifiable health information, is the sharing,
employment, application, utilization, examination, or analysis of such information within
a covered entity that maintains such information.

Disclosure with respect to individually identifiable health information, is information,
including demographic information, collected from an individual, that
(1) Is created or received by a health care provider, health plan, employer, or
health care clearinghouse; and
(2) Relates to the past, present, or future physical or mental health or
condition of an individual; the provision of health care to an individual; or
the past, present or future payment for the provision of health care to an
individual; and (i) That identifies the individual; or (ii) With respect to which
there is a reasonable basis to believe the information can be used to
identify the individual.

Workforce means employees, volunteers, trainees, and other persons whose conduct,
in the performance of work for covered entity, is under the direct control of the covered
entity, whether or not the covered entity pays them.

Law means the federal constitution; a state constitution; a federal or state statute,
regulation, or rule; common law; or other action having the force and effect of law.

Minimum necessary is the least amount of protected health information that is required
to achieve the purpose for which it is intended.

Psychotherapy notes means notes recorded (in any medium) by a mental health
professional documenting or analyzing the contents of conversations during a private
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counseling session or a group, joint, or family counseling session, and that are
separated from the rest of the individual’s medical record. Psychotherapy notes
exclude medication prescription and monitoring, counseling session start and stop
times, the modalities and frequencies of treatment furnished, results of clinical tests,
and any summary of the following items: Diagnosis, functional status, treatment plan,
symptoms, prognosis, and progress to date.

Business associate means a person or organization that performs a function or activity
involving the use or disclosure of protected health information, on behalf of the covered
entity. A person or organization who only assists in the performance of the function or
activity is also a business associate. This includes a person or organization that
receives PHI from the covered entity, and one who obtains PHI for the covered entity.
This includes, for example: data analysis, processing or administration; web site
hosting; utilization review; quality assurance; billing; collections; benefit management;
practice management; legal services; actuarial services; accounting and auditing;
consulting; management and administrative services; accreditation; financial services;
or any other service in which the person or organization obtains PHI from or for the
covered entity. Members of the workforce are not considered business associates. The
exchange of protected health information between providers of health care, for
purposes of providing treatment to a patient, does not create a business associate
relationship.

Covered entity means an entity which is required to comply with the requirements of
HIPAA administrative simplification regulations. Covered entities are: health plans,
health care clearinghouses, and health care providers that transmit any health
information in electronic form in connection with a standard transaction.

Research means a systematic investigation, including research, development, testing,
and evaluation, designed to develop or contribute to knowledge that is generally
applicable.

Provider of health care means any person or organization which furnishes, bills, or is
paid for health care services in the normal course of business.

Patient means any individual about whom the covered entity has created or received
individually identifiable health information.

Policy Authority/ Enforcement:
Roane General Hospital’s Privacy Officer is responsible for monitoring and enforcement
of this policy.

Related Policies: All related policies are listed in the body of this policy.

Renewal/Review: This policy is to be reviewed annually to determine if the policy
complies with current HIPAA Privacy regulations. In the event that significant related
regulatory changes occur, the policy will be reviewed and updated as needed.
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